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Abstract- 

This paper proposes a novel framework that unifies GDPR-compliant federated learning 

architectures with trust-based malicious node identification for IoT networks. By combining privacy-

preserving mechanisms with trust scoring, the framework ensures both legal compliance and 

resilience against adversarial participants. The proposed system leverages AI-driven federated 

learning enhanced with Zero-Knowledge Proofs (ZKPs) to validate model updates without exposing 

sensitive data. Experimental validation on IoT datasets demonstrates improved robustness, 

scalability, and compliance compared with existing FL approaches. 
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I. Introduction 

In DFL, each IoT device retains its data locally and trains a model on it, then aggregates model 

updates with those of other devices to update a global model. This ensures that critical information 

stays on the device, lowering the possibility of data leaks and enabling the creation of models trained 

on a more diverse and comprehensive dataset. By using DFL in IoT, organizations can unlock the full 

potential of their data while maintaining the privacy and security of their users[1][2]. Therefore, 

creating novel AI approaches is crucial for achieving effective and privacy-enhancing smart IoT 

networks and applications. DFL can deal with the challenges of training ML models on decentralized, 

sensitive data while preserving privacy. DFL can provide several significant advantages for IoT 

applications, including the following:  

• Privacy protection: By allowing models to be trained on decentralized data, DFL ensures that 

sensitive information remains on individual devices and is never transmitted to a centralized server. 

This protects users’ privacy and reduces the risk of data breaches. 

• Improved model performance: DFL enables the training  of ML models on a more diverse and 

comprehensive dataset, as each IoT device contributes its local data. This results in improved model 

performance and accuracy compared to models trained on centralized data alone. 

 • Reduced latency and bandwidth requirements: DFL reduces the amount of data transmitted between 

devices and a centralized server, as only model updates are transmitted. This reduces latency and 

bandwidth requirements, making it well-suited for low-power,resource-constrained IoT devices. 

http://www.pegegog.net/
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• Scalability: DFL enables ML models to be trained on a large number of IoT devices, allowing 

organizations to scale their systems as needed.  

• Offline training: DFL allows for training to occur even when devices are offline, making it well-

suited for IoT devices with limited or inconsistent connectivity. 

 

 

 

 

 

 

 

Figure 1. An architecture diagram of Deep federated learning. 

DFL is an exciting field of ML that allows distributed training of a shared model without requiring the 

raw data to be shared. In the next section, we will explore the different types of DFL that can be used 

depending on the nature of the data and the goals of the training[3][4]. By understanding these 

different approaches, we can choose the most appropriate. DFL technique for our specific needs and 

applications. 

II. RELATED WORK 

DFL stands at the forefront of technological innovation, particularly in the realm of Internet of Things 

(IoT) services. This cutting-edge approach to machine learning is designed to address the challenges 

posed by decentralized and distributed IoT environments. In Table 1, DFL for IoT services is 

summarized. The architecture [5] accomplished collaborative fairness via local dependability, 

participation level, and transaction points, and the concept of different datasets is incorporated for 

privacy throughout the review process [6]. The proposed technique, as per experimental data, proved 

resilient against poisoning attacks, leveraging networked devices for malware defense and threat 

classification. Based on the findings of [7], the authors of the paper proposed a distributed DL 

architecture called Fair and Privacy-Preserving Federated Deep Models (FPPDL). By introducing the 

concept of geographical credibility and transaction points, and using blockchain technology for 

decentralization, this method seemed to improve impartiality in cooperative DL. The use of 

encryption in tandem with Partially Private GAN helped the system achieve its dual goals of 

confidentiality and precision. The MNIST accuracy achieved by the centralized framework using 

CNN architecture on P4 (four parties involved in the experiment) is 96.58%[8].  
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The susceptibility of DNNs to white-box inference attacks in both centralized and FL settings was 

proposed. The paper proposed novel algorithms tailored to the white-box setting to exploit privacy 

vulnerabilities of the stochastic gradient descent algorithm used in DNN training[9][10].  

The paper evaluated the efficacy of white-box membership inference attacks against DL models and 

demonstrated  the susceptibility of even well-generalized models to such attacks. It also showed how 

adversarial participants in FL can successfully run active membership inference attacks against other 

participants [11]. 

 

  Table 1:  Survey table of services and limitations 

 

 

The paper [12] provided a DFL approach to enable secure and private Point of Interest (POI) 

management in Cyber-Physical Systems (CPS). The recommended technique was tested using two 

real-world datasets, and the results showed promise in terms of achieving the design’s goals.The other 

way is to explore methods to reduce the computational complexity of DL algorithms while making 

them more understandable. The effectiveness of FDL techniques in enhancing individual privacy in 

the IoT is contrasted in. FL systems are contrasted with blockchain, intrusion/malware tracking 

systems, and some other IoT application types. Additionally, the authors discussed the potential 

security and privacy issues with FL-based systems, in an experimental study of three DL models, 

three IoT connectivity datasets were employed. The results showed that FL algorithms provided 

superior confidentiality for data from IoT devices and achieved greater accuracy in spotting risks than 

centralized ML approaches. 
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III. Research Challenges: Deep Federated Learning 

DFL is a cutting-edge approach to machine learning that has garnered attention for its 

potential to address challenges FIGURE 4. Research challenges in the field of Deep federated 

learning.in distributed learning while prioritizing data privacy.In a decentralized learning 

environment, preserving sensitive information and preventing privacy violations become paramount 

concerns. In the following sections, we delve into some of the key research challenges associated with 

DFL. 

 

 

 

 

 

 

 

 

Figure 2. Research Challenges in the Field of Deep Federated Learning. 

The subsequent discussion highlights the complexity of these challenges and emphasizes the need for 

continuous research and development in these areas. By doing so, we can ensure that DFL remains a 

secure, compliant, and ethical approach to machine learning, paving the way for its continued 

adoption and application in diverse industries. Figure 4 illustrates the research challenges, providing a 

visual representation of  the multifaceted landscape that researchers and practitioners must navigate to 

enhance the effectiveness and robustness of DFL. 

IV. PROPOSED FedTrust METHODOLOGY 

The proposed FedTrust approach utilizes the concept of federated learning and communities 

to efficiently maintain trustworthiness. The proposed approach trained the model using edge nodes 

with a modified federated learning implementation architecture. This section will elaborate on the 

proposed approach architecture, along with dataset features, splitting, and the training process of deep 

federated learning. Federated learning is used in our approach, which frees edge nodes from sharing 
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data as they train their models. Unlike with some other available options, this one guarantees that no 

private data will be disclosed.  

The proposed solution is well-suited to dealing with large-scale IoT networks because to deep 

federated learning’s ability to distribute the computational burden across edge nodes. This saves a lot 

of time and money compared to traditional, centralized educational models. Defense against external 

forces: Our novel trust dataset with trust parameters makes the proposed approach more resilient to 

common attacks like whitewashing and badmouthing. We will demonstrate how FedTrust performs in 

comparison to other solutions under various forms of attack. 

 Thanks to its ability to continuously learn and adapt to the changing behavior of IoT nodes, 

our technique is particularly well-suited for dynamic and heterogeneous IoT networks[13][14]. 

Table 2. Analysis of Current State-of-the-Art Methods 

 

 

 

 

 

 

 

 

 

 

 

The proposed approach is based on the modified implementation of federated learning by 

employing a domain server that handles the communities and trains the model by dividing the dataset. 

The proposed approach architecture consists of four major components, i.e., Global dataset, global 

model. The global dataset is split into several parts based on the available domain servers and 

delivered to each domain server[15][16]. server. Further, the domain server selected the nodes from 

the communities based on their capabilities and competency to train the received global dataset. After 

that, the domain server further split the dataset into the number of selected nodes, and each part to the 

specific nodes for training purposes. 

V. EXPERIMENTAL  ANALYSIS 
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We propose an ensemble learning approach for trust-based intrusion detection in IoT environmentss, 

using knowledge, reputation, and experience as trust management components. Our approach is 

compared with two existing approaches, PoTC [17] and DDQN-Trust, for a comprehensive evaluation 

of its performance. The dataset consists of 19 trust features, and we employ an ANN as the base 

model. The parameters used to build the dataset were both randomly chosen and pre-established. The 

dataset was produced by doing the following steps: 

The number of nodes and edges, as well as the network’s overall size, were created at random. 

• Each node was assigned an arbitrary value based on its knowledge, reputation, and experience. 

• The weights for each metric were assigned random values within the range of 0 to 1. 

• All of the factors that make up the knowledge metric how credible, accurate, reliable, compliant, 

capable, available, and responsive-were given arbitrary values between 0 and 1 to make up a single 

score. 

• Parameters of nodes, such as their ratings, user engagement, and responsiveness, as well as the 

number of data breaches and security vulnerabilities, were given arbitrary values between 0 and 1 for 

the reputation measure. 

• Random values between 0 and 1 were assigned to the parameters of interaction frequency and 

transaction success rate, transaction time, communication quality, and resource utilization, data 

sharing behavior, and cooperation level, and end-to-end packet delivery to calculate the experience 

metric. 

• To ensure that all parameters were between 0 and 1, the dataset was normalized using min-max 

normalization method. 

• Finally, the dataset was split into training and testing sets  with a 70:30 ratio. 

 

 

 

 

 

 

Figure 3.A.    Figure 3.B. 

3.(a) Accuracy comparison of FedTrust with existing approaches  

3.(b). F1 score comparative analysis of FedTrust with existing 
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The evaluation of the proposed model has been performed using the accuracy metric. Accuracy is 

defined as the ratio of the correctly classified data points to the total number of data points in the 

dataset. The accuracy in the proposed model has been created, as illustrated: 

 

 

where TP (True Positive) is the number of correctly classified malicious nodes, TN (True Negative) is 

the number of correctly classified benign nodes, FP (False Positive) is the number of benign nodes 

classified as malicious, and FN (False Negative) is the number of malicious nodes classified as 

benign[18][19]. 

 

 

 

The F1 Score is a measure of a model’s accuracy, calculated as the harmonic mean of the model’s 

precision and recall. It is a commonly used metric to evaluate the performance of machine learning 

models, particularly in the context of binary classification problems. In our study, we used the F1 

score to evaluate the performance of our proposed ensemble learning approach, FedTrust, and 

compared it with two other existing approaches: PoTC and DDQN-Trust. 

Precision is a performance metric that calculates the proportion of true positive instances among the 

total instances predicted. as positive[20][21]. It is computed as the ratio of true positives to the sum of 

true positives and false positives[22]. Precision is an important evaluation metric, especially in 

scenarios where false positives can cause significant damage or false alarms. 

VI. CONCLUSION 

A novel ensemble learning approach for detecting malicious nodes in an IoT environment 

using trust management components such as knowledge, reputation, and experience. The proposed 

approach utilizes an ANN as a base model to classify the nodes as malicious or benign. To optimize 

the model's performance of the model, we will use Keras Tuner to search for the optimal 

hyperparameters of the ANN, such as the number of hidden layers, the number of neurons in each 

layer, the activation function, the optimizer, and the learning rate. The proposed architecture consists 

of three main components: the data acquisition module, the trust management module, and the 

decision-making module. The proposed approach can be further extended to investigate scalability 

and robustness of the proposed approach in real-world scenarios with a large number of nodes and 

complex IoT architectures. 

DFL has emerged as a promising distributed AI technique that can enable private and scalable IoT 

services and applications. The article provides a comprehensive overview of DFL and various DFL 

services and applications. The challenges to the privacy of individual users and devices are also 

identified, which can have legal as well as ethical implications.  DFL-based systems need to prioritize 

enhancing security and privacy protections to safeguard sensitive data during collaborative learning. 

Keeping this in mind, we presented the initial idea of a GDPR-Compliant DFL architecture in this 

paper. This architecture combines various privacy-preservation techniques employed by existing 
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DFL-based systems studied in the literature. We intend to further extend this idea into a 

comprehensive framework that will be formally verified and evaluated in our future work.  
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