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Abstract:

One new design that makes managing and communicating across large-scale networks easier and more flexible is
software-defined networking, or SDN. It allows for the smooth and dynamic execution of complicated network
choices via programmable and centralised interfaces. But with SDN, companies and people may create network apps
that meet their needs and enhance their services. On the other side, it opened itself up to a host of new privacy and
security risks while also introducing the possibility of a single point of failure. Attackers often use OpenFlow
switches to launch botnets and Distributed Denial of Service (DDoS) assaults on the controller. Popular security
apps that use deep learning (DL) to quickly identify and counteract attacks are on the rise. Here, we examine botnet-
based DDoS attack detection using DL approaches in an SDN-supported context and demonstrate their performance.
For the assessment, we utilise a dataset that we personally created recently. In order to choose the most useful subset
of characteristics, we used feature weighting and tuning techniques. Using both a synthetic dataset and actual testbed
conditions, we validate the measurements and simulation results. To identify botnet-based DDoS assaults using
easily-obtained characteristics and data, this work primarily seeks to identify a lightweight DL approach with
baseline hyper-parameters. We found that the DL technique's performance is affected by the optimal subset of
features, and that the prediction accuracy of the same approach may be varied with a different collection of features.
Lastly, we discovered that the CNN approach works better than both the dataset and actual testbed settings based on
empirical findings. For typical flows, CNN achieves a detection rate of 99%; for malicious flows, it drops to 97%.
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We have reached the limits of conventional . . .
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networks, yet the internet is expanding at a
dizzying rate. Patching the network helps
fix new problems with traditional networks,
but it also makes the network larger and
less controllable. These issues have been

addressed with the creation of Software-
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Defined Networking (SDN), which separates
the data plane from the control plane. SDN
rose to prominence among the This paper
was reviewed and approved for publication
by Cheng Chin, an associate editor. The
network community is interested in it
because of its innovative design and its
ability to meet the needs of rapidly
expanding networks. Thanks to SDN's
centralised control architecture, controllers
may manage the whole network using open
south API interfaces and access any nearby
OpenFlow switches. The application,
control, and data layers make up the three-
layer network architecture. All of the rules
and policies set by the network administrator
are executed at the application layer, and
these rules and policies may be dynamically
adopted by the SDN controller. The
network's behaviour is susceptible to
changes made to the application layer. The
open-source platform's application layer is a
great improvement, VOLUME 11, 2023
49153. The administrator is not compelled to
depend only on suppliers, according to IEEE
Machine  Learning,

Volume:11, Issue Date:17.May. 2023. One

Transaction on

positive aspect of SDN is that it enables
administrators to build specialised network
apps in the cloud using general-purpose

hardware, without worrying about licence
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limits. Running in the control layer—
sometimes called the "brain" of the
architecture—are SDN controllers.
Controllers take rules sent by the application
layer, convert them into human-readable
messages, and send them on to the data
layer. The data layer then provides feedback,
which the controllers then relay to the
application layer. In addition, the control
layer decides and the data layer implements
the rules. The data layer receives
instructions from the control layer and
contains various hardware devices like
routers and OpenFlow switches;
nevertheless, it does not possess intelligence
of its own. In addition, it streamlines and
makes development, implementation, and
maintenance of the network easier. It is
simple to update and add new programmes
that improve the network's capabilities and
features. In addition to being inexpensive,
SDN-based networks are compatible with
almost all devices and need just minimal
hardware. Access to the network is granted
without disclosing the specifics of the many
underlying levels. While software-defined
networking (SDN) is a fantastic innovation
that has the potential to make networks more
adaptable and controllable, it also has the

potential drawbacks of being too centralised,

making it easy for a single person to oversee
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the whole system. While SDN does assist
with the security of older networks, it is still
not a reliable enough security solution to
back the next generation of networking.
New security risks and the possibility of a
single point of failure may result from its
novel design and centralised control nature.
In addition, as a result of SDN's
centralization, attackers are able to conduct
several forms of assaults, including botnets,
DDoS, saturation, and more. In the future
generation of networks, botnet attacks—
which are harmful—will pose a significant
hazard. Botnets are hostile networks that use
compromised computers to conduct attacks
including distributed denial of service
(DDoS), identity theft, spamming, phishing,
and domain name system spoofing. To gain
control of a single device without affecting
its legitimate users, a malevolent actor
known as a "bot master" attempts to get
unauthorised access to the device and then
uses botnet malware. The next step is to link
the bots to the attacker's Command and
Control (C&C) centre; once connected, the
bots will wait to carry out harmful
operations as instructed. The most advanced
distributed denial of service (DDoS) attacks
in SDN and IoT networks nowadays usually
use botnet technologies. Botnet technology

can launch several forms of distributed

Pegem Journal of Education and Instruction, ISSN 2146-0655

denial of service attacks due to its robustness

and adaptability.
RELATED WORK

Classification of potential dangers to
networks and how existing data sets

impact intrusion detection systems

Secure application, system, and network
development is one of the most pressing
issues of the present decade, given the
world's growing reliance on computers and
automation. Due to the ever-increasing
complexity of today's networks and services,
the number of dangers that people and
companies confront is growing at an
exponential ~ rate. =~ Researchers  have
suggested a plethora of anomaly detection
methods to mitigate these dangers, but
existing technologies aren't always up to the
task of keeping up with dynamic
architectures, related risks, and zero-day
assaults. With the proliferation of complex
threats and the limitations of existing
datasets, this book seeks to identify these
issues and how they affect the development
of Network Intrusion Detection Systems
(NIDS). A taxonomy of network threats and
related tools for these attacks, as well as a
survey of prominent datasets and an analysis

of their usage and 1impact on the
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development of Intrusion Detection Systems
(IDS) over the last decade are two essential
pieces of information that this manuscript
offers to researchers. The paper emphasises
that only 33.3% of our threat taxonomy is
covered by existing IDS research. Machine
learning intrusion detection systems are
currently limited in their ability to identify
real-world attacks because datasets lack
attack representation, real-world threats are
not available, and there are many outdated
threats  included.  Improving  dataset
generation and real-world data collecting is
the goal of this manuscript's unique blend of
taxonomy and dataset analysis.
Consequently, this will make new datasets
more accurate reflections of network risks

and make next-generation IDS more

efficient.

Machine learning data analytics in online

education: problems and potential
solutions

As more and more people have access to the
internet, e-learning has become a hot topic.
Reason being, it has opened up a world of
knowledge to people all over the globe. The
ever-increasing quantity of data being
produced by various sensors and gadgets
used around the globe is already a result of
this. The need to examine gathered data and

derive valuable insights from it has resulted
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from this. Proposed methods such as data
analytics (DA) and machine learning (ML)
may aid in data extraction and the discovery
of useful patterns. The article delves into the
definitions and characteristics of e-learning
as a discipline. Additionally, the many
difficulties encountered by each party
involved in this procedure are addressed.
Also included are some of the published
publications that attempt to address these
issues. Following that, a concise overview of
some widely used ML and DA methods is
provided. Lastly, we suggest a few study
possibilities that make use of these methods
in order to shed light on the areas that should
be further investigated.

Cisco Projects More Internet Protocol
(IP) Traffic in the Next Five Years Than

the Internet Has Ever Seen

But according to Cisco's latest Visual
Networking Index (VNI), that's only the
start. More information packets will travel
across international networks in 2022 than in
the whole "internet years" up to the end of
2016. That is to say, in 2022, more traffic
will be generated than in the whole 32-year
history of the internet. How will that traffic
be generated? Everyone, every computer,

and every internet user. Half of the world's
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population will have access to the internet
by the year 2022. The number of connected
devices and users will exceed 28 billion.
Additionally, 82% of all IP traffic will be
video.The exponential growth in both the
scope and depth of the internet is something
that few could have predicted. According to
Jonathan Davidson, senior vice president
and general manager of Cisco's Service
Provider Business, traffic has grown at a
CAGR of 36 percent since the VNI Forecast
was launched in 2005, with a 56-fold rise in
the number of devices, apps, and users using
IP networks. Improved traffic management
and routing, together with the delivery of
premium experiences, is the primary goal of
network transformation initiatives
undertaken by global service providers. We
learn from our clients' experiences and pass
that knowledge on to them so they can make

the necessary technological and architectural

shifts for success.

Big healthcare data and the proliferation
of the internet of things (IoT): a literature

review and areas for further study

Achieving better health is a goal of
sustainable development in every country.
There are many unexplored applications of

the Internet of Things in this field.
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Prioritising the use of the Internet of Things
(IoT) in healthcare in order to attain
sustainable development is the goal of this
study. Based on the information gathered,
the study may be classified as an applied
descriptive research. This study is a single-
sectional survey based on FAHP technique.
Next, we prioritised the use of the Internet of
Things  (IoT), agreed wupon paired
comparison matrices, and assigned them to
weighted criteria. Findings indicate that
"Economic Prosperity" and "Quality of Life"
were the two most important factors for
healthcare IoT sustainable development. In
addition, "Ultraviolet Radiation," "Dental
Health," and "Fall Detection" were
determined to be the most important health-

related IoT objectives based on use.

A smart city framework for the

continuous, diverse availability of

vehicular cloud services

One important and necessary part of smart
city design is the intelligent and linked
transport system (ICTS). Services provided
by ICTS include shared multimedia content,
vehicle power management, and route
navigation. An ongoing challenge for smart
cities is the efficient and dependable

selection of services for smart cars, as they
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implement various technologies to enhance
the variety and performance of vehicular
cloud services. On top of that, SPs can only
guarantee the quantity, quality, and
accessibility of the services they provide to
cloud subscribers in vehicles. In order to get
the necessary services while in motion,
smart cars depend on many SPs.
Consequently, it becomes more difficult for
customers to vehicle cloud services to get
services that match their preferences for
quality of experience (QoE). This study
presents a novel service provisioning
approach that uses a cluster-based
trustworthy third party (TTP) infrastructure
to provide cloud customers for automotive
applications continuous availability of
diverse  cloud  services.  Third-party
intermediaries (TTPs) mediate disputes
between users and cloud service providers.
Clusters are created for certain services
based on the vehicles' movement patterns
and other features that are thought to be
comparable. With the help of cluster chiefs
and service suppliers, TTPs negotiate for
services that have high quality of experience
features. It is possible to negotiate services
prior to a vehicle's arrival by using a
location prediction approach to ascertain the
vehicle's future position. We provide

simulated results that demonstrate our
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method accurately discovers and delivers
cloud services with improved QOoE,
decreased end-to-end latency, and low

overhead.
METHODOLOGY

In order to carry out this project, we have
customised the following modules and used
the same dataset that was provided in your

requirement file.

1. Dataset upload: this is the module we'll

use to upload datasets.

2. Preparing the dataset: here is where

we'll divide and clean the data.

3. Execute the Default Decision Tree
Algorithm: We trained the Default Decision
Tree algorithm using this module and

achieved an accuracy of 99.23%.

4. Execute the BOGP Optimised Decision
Tree Algorithm: By training the decision
tree with the best selected BOGP
parameters, this module achieved a 99.30%
accuracy rate, which is higher than the

default decision tree.
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5. Execute the SVM Algorithm: By using T — TEEE R
this module, the existing SVM algorithm T —— s .
was trained to achieve a 96% accuracy rate. P s iz :

6. Execute the Convolutional Neural
Network (CNN) Algorithm: An accuracy
of 99.996% was achieved with the use of

this module's training extension: CNN. e Py 1
Using the current SVM technique for
7. Comparison Graph: this module allows training, the above screen achieved an
i i £ 96%.
you to display a comparison of all methods. accuracy of 96%

The x-axis shows the names of the i ¢ —

o Qx

algorithms, and the y-axis shows metrics

= JUpYLer Untitiod L Checkpnt 5 hours sgo. (autozaved L

i RO e

like accuracy and other metrics in various S esimues
colour bars. You can see that all of the
algorithms demonstrate good performance

when it comes to CNN extension.

n:, PENTEER ] - C m @ = 9 .

RESULT AND DISCUSSION
The following result will be obtained after
: s running the aforementioned block and

training the deep learning extension CNN

RoRE e

Ko . algorithm in the above screen.

' JUpYter Untitled Las Checkpsint & hows ago (ausssaved) [

iponRE e QX

The following screen displays the results of
training a decision tree using the best-
selected BOGP parameters; the optimised
decision tree outperformed the default
decision tree with an accuracy of 99.30%; . e
and other metrics values are also shown.

Its accuracy in the aforementioned screen
extension was 99.996%.
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A high level of performance was achieved
by CNN in all of the algorithms included in
the above graph, which shows algorithm
names on the x-axis and several metrics on
the y-axis, including accuracy.

O oAB
You can see that extended CNN achieved
good results across all algorithms in the
tabular presentation of  algorithm

performance up top.
CONCLUSION

The proliferation of Internet-of-Things (IoT)
devices has skyrocketed in recent years,
driven by the ever-increasing need for
connection and the growing dependence on
the Internet. Recent predictions indicate that
there will be around 28.5 billion linked
gadgets by 2022, lending credence to this
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claim. Since there are now more possible
entry points into networks, the number of
attacks targeting these systems has risen.
Hence, to guarantee these devices are
adequately secured, efficient and effective
attack detection and mitigation strategies are
required. Therefore, in order to identify
botnet assaults on IoT devices, this study
presented an  improved  ML-based
framework that fused the Bayesian
optimisation Gaussian Process (BO-GP)
with a decision tree (DT) classification
model. An efficient, effective, and dynamic
framework for detecting attacks on the
Internet of Things was the target of this
project. The accuracy, precision, recall, and
F-score were all enhanced by the suggested
optimised DT-based framework, according
to the experimental data. For these four
measures in particular, it attained 99.99%,
0.99, 1.00, and 1.00, respectively. This
demonstrated the efficacy and robustness of
the suggested paradigm in identifying botnet
assaults in IoT settings. Numerous avenues
of expansion are open to this piece of art. An
obvious way to improve the normal traces
situation is to utilise the whole dataset for
data oversampling, which would increase
the number of normal cases. Investigating
time-related characteristics for any trends or

behaviours that can aid in identifying botnet
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assaults in IoT systems is another

worthwhile topic to explore.
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